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be directed to provide responses to the ques-
tions in Standard Form 328, Certificate Per-
taining to Foreign Interests, directly to the 
prime contractor or the Contracting Officer 
for the prime contract. 

NOTICE TO OFFERORS—CONTENTS REVIEW 
(PLEASE REVIEW BEFORE SUBMITTING) 

Prior to submitting the Standard Form 
328, required by paragraph (a)(1) of this 
clause, the offeror should review the FOCI 
submission to ensure that: 

(1) The Standard Form 328 has been signed 
and dated by an authorized official of the 
company; 

(2) If publicly owned, the Contractor’s 
most recent annual report, and its most re-
cent proxy statement for its annual meeting 
of stockholders have been attached; or, if 
privately owned, the audited, consolidated 
financial information for the most recently 
closed accounting year has been attached; 

(3) A copy of the company’s articles of in-
corporation and an attested copy of the com-
pany’s by-laws, or similar documents filed 
for the company’s existence and manage-
ment, and all amendments to those docu-
ments; 

(4) A list identifying the organization’s 
owners, officers, directors, and executive 
personnel, including their names, social se-
curity numbers, citizenship, titles of all posi-
tions they hold within the organization, and 
what clearances, if any, they possess or are 
in the process of obtaining, and identifica-
tion of the government agency(ies) that 
granted or will be granting those clearances; 
and 

(5) A summary FOCI data sheet. 
NOTE: A FOCI submission must be attached 

for each tier parent organization (i.e. ulti-
mate parent and any intervening levels of 
ownership). If any of these documents are 
missing, award of the contract cannot be 
completed. 

[67 FR 14877, Mar. 28, 2002] 

952.204–75 Public Affairs. 
As prescribed in 48 CFR 904.7201, in-

sert the following clause. 

PUBLIC AFFAIRS (DEC 2000) 

(a) The Contractor must cooperate with 
the Department in releasing unclassified in-
formation to the public and news media re-
garding DOE policies, programs, and activi-
ties relating to its effort under the contract. 
The responsibilities under this clause must 
be accomplished through coordination with 
the Contracting Officer and appropriate DOE 
public affairs personnel in accordance with 
procedures defined by the Contracting Offi-
cer. 

(b) The Contractor is responsible for the 
development, planning, and coordination of 

proactive approaches for the timely dissemi-
nation of unclassified information regarding 
DOE activities onsite and offsite, including, 
but not limited to, operations and programs. 
Proactive public affairs programs may uti-
lize a variety of communication media, in-
cluding public workshops, meetings or hear-
ings, open houses, newsletters, press re-
leases, conferences, audio/visual presen-
tations, speeches, forums, tours, and other 
appropriate stakeholder interactions. 

(c) The Contractor’s internal procedures 
must ensure that all releases of information 
to the public and news media are coordinated 
through, and approved by, a management of-
ficial at an appropriate level within the Con-
tractor’s organization. 

(d) The Contractor must comply with DOE 
procedures for obtaining advance clearances 
on oral, written, and audio/visual informa-
tional material prepared for public dissemi-
nation or use. 

(e) Unless prohibited by law, and in accord-
ance with procedures defined by the Con-
tracting Officer, the Contractor must notify 
the Contracting Officer and appropriate DOE 
public affairs personnel of communications 
or contacts with Members of Congress relat-
ing to the effort performed under the con-
tract. 

(f) In accordance with procedures defined 
by the Contracting Officer, the Contractor 
must notify the Contracting Officer and ap-
propriate DOE public affairs personnel of ac-
tivities or situations that may attract re-
gional or national news media attention and 
of non-routine inquiries from national news 
media relating to the effort performed under 
the contract. 

(g) In releases of information to the public 
and news media, the Contractor must fully 
and accurately identify the Contractor’s re-
lationship to the Department and fully and 
accurately credit the Department for its role 
in funding programs and projects resulting 
in scientific, technical, and other achieve-
ments. 

(End of clause) 

[65 FR 81008, Dec. 22, 2000] 

952.204–76 Conditional payment of fee 
or profit—safeguarding restricted 
data and other classified informa-
tion. 

As prescribed at 48 CFR (DEAR) 
904.404(d)(6), insert the following 
clause. 

CONDITIONAL PAYMENT OF FEE OR PROFIT— 
SAFEGUARDING RESTRICTED DATA AND 
OTHER CLASSIFIED INFORMATION (JAN 
2004) 

(a) General. (1) The payment of fee or prof-
it (i.e., award fee, fixed fee, and incentive fee 

VerDate Aug<31>2005 03:56 Oct 27, 2006 Jkt 208205 PO 00000 Frm 00388 Fmt 8010 Sfmt 8010 Y:\SGML\208205.XXX 208205



379 

Department of Energy 952.204–76 

or profit) under this contract is dependent 
upon the contractor’s compliance with the 
terms and conditions of this contract relat-
ing to the safeguarding of Restricted Data 
and other classified information (i.e., For-
merly Restricted Data and National Security 
Information) including compliance with ap-
plicable law, regulation, and DOE directives. 
The term ‘‘contractor’’ as used in this clause 
to address failure to comply shall mean 
‘‘contractor or contractor employee.’’ 

(2) In addition to other remedies available 
to the Government, if the contractor fails to 
comply with the terms and conditions of this 
contract relating to the safeguarding of Re-
stricted Data and other classified informa-
tion, the contracting officer may unilater-
ally reduce the amount of fee or profit that 
is otherwise payable to the contractor in ac-
cordance with the terms and conditions of 
this clause. 

(3) Any reduction in the amount of fee or 
profit earned by the contractor will be deter-
mined by the severity of the contractor’s 
failure to comply with contract terms and 
conditions relating to the safeguarding of 
Restricted data or other classified informa-
tion pursuant to the degrees specified in 
paragraph (c) of this clause. 

(b) Reduction Amount. (1) If in any period 
(see 48 CFR 952.204–76 (b)(2)) it is found that 
the contractor has failed to comply with 
contract terms and conditions relating to 
the safeguarding of Restricted Data or other 
classified information, the contractor’s fee 
or profit of the period may be reduced. Such 
reduction shall not be less than 26 percent 
nor greater than 100 percent of the total fee 
or profit earned for a first degree perform-
ance failure, not less than 11 percent nor 
greater than 25 percent for a second degree 
performance failure, and up to 10 percent for 
a third degree performance failure. The con-
tracting officer must consider mitigating 
factors that may warrant a reduction below 
the specified range (see 48 CFR 904.402(c)). 
The mitigating factors include, but are not 
limited to, the following: 

(i) Degree of control the contractor had 
over the event or incident. 

(ii) Efforts the contractor had made to an-
ticipate and mitigate the possibility of the 
event in advance. 

(iii) Contractor self-identification and re-
sponse to the event to mitigate impacts and 
recurrence. 

(iv) General status (trend and absolute per-
formance) of safeguarding Restricted Data 
and other classified information and compli-
ance in related security areas. 

(2)(i) Except in the case of performance- 
based firm-fixed-price contracts (see para-
graph (b)(3) of this clause), the contracting 
officer, for purposes of this clause, will at 
the time of contract award, or as soon as 
practicable thereafter, allocate the total 
amount of fee or profit that is available 

under this contract to equal periods of [in-
sert 6 or 12] months to run sequentially for 
the entire term of the contract (i.e., from the 
effective date of the contract to the expira-
tion date of the contract, including all op-
tions). The amount of fee or profit to be allo-
cated to each period shall be equal to the av-
erage monthly fee or profit that is available 
or otherwise payable during the entire term 
of the contract, multiplied by the number of 
months established above for each period. 

(ii) Under this clause, the total amount of 
fee or profit that is subject to reduction in a 
period in which a performance failure occurs, 
in combination with any reduction made 
under any other clause in the contract that 
provides for a reduction to the fee or profit, 
shall not exceed the amount of fee or profit 
that is earned by the contractor in the pe-
riod established pursuant to paragraph 
(b)(2)(i) of this clause. 

(3) For performance-based firm-fixed-price 
contracts, the contracting officer will at the 
time of contract award include negative 
monetary incentives in the contract for con-
tractor violations relating to the safe-
guarding of Restricted Data and other classi-
fied information. 

(c) Safeguarding Restricted Data and Other 
Classified Information. Performance failures 
occur if the contractor does not comply with 
the terms and conditions of this contract re-
lating to the safeguarding of Restricted Data 
and other classified information. The degrees 
of performance failures relating to the con-
tractor’s obligations under this contract for 
safeguarding of Restricted Data and other 
classified information are as follows: 

(1) First Degree: Performance failures that 
have been determined, in accordance with 
applicable law, regulation, or DOE directive, 
to have resulted in, or that can reasonably 
be expected to result in, exceptionally grave 
damage to the national security. The fol-
lowing are examples of performance failures 
or performance failures of similar import 
that will be considered first degree: 

(i) Non-compliance with applicable laws, 
regulations, and DOE directives actually re-
sulting in, or creating a risk of, loss, com-
promise, or unauthorized disclosure of Top 
Secret Restricted Data or other information 
classified as Top Secret, any classification 
level of information in a Special Access Pro-
gram (SAP), information identified as sen-
sitive compartmented information (SCI), or 
high risk nuclear weapons-related data. 

(ii) Contractor actions that result in a 
breakdown of the safeguards and security 
management system that can reasonably be 
expected to result in the loss, compromise, 
or unauthorized disclosure of Top Secret Re-
stricted Data, or other information classified 
as Top Secret, any classification level of in-
formation in a SAP, information identified 
as SCI, or high risk nuclear weapons-related 
data. 

VerDate Aug<31>2005 03:56 Oct 27, 2006 Jkt 208205 PO 00000 Frm 00389 Fmt 8010 Sfmt 8010 Y:\SGML\208205.XXX 208205



380 

48 CFR Ch. 9 (10–1–06 Edition) 952.204–77 

(iii) Failure to promptly report the loss, 
compromise, or unauthorized disclosure of 
Top Secret Restricted Data or other infor-
mation classified as Top Secret, any classi-
fication level of information in a SAP, infor-
mation identified as SCI, or high risk nu-
clear weapons-related data. 

(iv) Failure to timely implement correc-
tive actions stemming from the loss, com-
promise, or unauthorized disclosure of Top 
Secret Restricted Data or other information 
classified as Top Secret, any classification 
level of information in a SAP, information 
identified as SCI, or high risk nuclear weap-
ons-related data. 

(2) Second Degree: Performance failures 
that have been determined, in accordance 
with applicable law, regulation, or DOE di-
rective, to have actually resulted in, or that 
can reasonably be expected to result in, seri-
ous damage to the national security. The fol-
lowing are examples of performance failures 
or performance failures of similar import 
that will be considered second degree: 

(i) Non-compliance with applicable laws, 
regulations, and DOE directives actually re-
sulting in, or creating risk of, loss, com-
promise, or unauthorized disclosure of Secret 
Restricted Data or other information classi-
fied as Secret. 

(ii) Contractor actions that result in a 
breakdown of the safeguards and security 
management system that can reasonably be 
expected to result in the loss, compromise, 
or unauthorized disclosure of Sceret Re-
stricted Data, or other information classified 
as Secret. 

(iii) Failure to promptly report the loss, 
compromise, or unauthorized disclosure of 
Restricted Data or other information regard-
less of classification (except for information 
covered by paragraph (c)(1)(iii) of this 
clause). 

(iv) Failure to timely implement correc-
tive actions stemming from the loss, com-
promise, or unauthorized disclosure of Secret 
Restricted Data or other information classi-
fied as Secret. 

(3) Third Degree: Performance failures that 
have been determined, in accordance with 
applicable law, regulation, or DOE directive, 
to have actually resulted in, or that can rea-
sonably be expected to result in, undue risk 
to the common defense and security. In addi-
tion, this category includes performance 
failures that result from a lack of contractor 
management and/or employee attention to 
the proper safeguarding of Restricted Data 
and other classified information. These per-
formance failures may be indicators of fu-
ture, more severe performance failures and/ 
or conditions, and if identified and corrected 
early would prevent serious incidents. The 
following are examples of performance fail-
ures or performance failures of similar im-
port that will be considered third degree: 

(i) Non-compliance with applicable laws, 
regulations, and DOE directives actually re-
sulting in, or creating risk of, loss, com-
promise, or unauthorized disclosure of Re-
stricted Data or other information classified 
as Confidential. 

(ii) Failure to promptly report alleged or 
suspected violations of laws, regulations, or 
directives pertaining to the safeguarding of 
Restricted Data or other classified informa-
tion. 

(iii) Failure to identify or timely execute 
corrective actions to mitigate or eliminate 
identified vulnerabilities and reduce residual 
risk relating to the protection of Restricted 
Data or other classified information in ac-
cordance with the contractor’s Safeguards 
and Security Plan or other security plan, as 
applicable. 

(iv) Contractor actions that result in per-
formance failures which unto themselves 
pose minor risk, but when viewed in the ag-
gregate indicate degradation in the integrity 
of the contractor’s safeguards and security 
management system relating to the protec-
tion of Restricted Data and other classified 
information. 

(End of clause) 

[68 FR 68777, Dec. 10, 2003] 

952.204–77 Computer Security. 
As prescribed in 904.404(d)(7), the fol-

lowing clause shall be included: 

COMPUTER SECURITY (AUG 2006) 

(a) Definitions. 
(1) Computer means desktop computers, 

portable computers, computer networks (in-
cluding the DOE Network and local area net-
works at or controlled by DOE organiza-
tions), network devices, automated informa-
tion systems, and or other related computer 
equipment owned by, leased, or operated on 
behalf of the DOE. 

(2) Individual means a DOE contractor or 
subcontractor employee, or any other person 
who has been granted access to a DOE com-
puter or to information on a DOE computer, 
and does not include a member of the public 
who sends an e-mail message to a DOE com-
puter or who obtains information available 
to the public on DOE Web sites. 

(b) Access to DOE computers. A contractor 
shall not allow an individual to have access 
to information on a DOE computer unless: 

(1) The individual has acknowledged in 
writing that the individual has no expecta-
tion of privacy in the use of a DOE com-
puter; and, 

(2) The individual has consented in writing 
to permit access by an authorized investiga-
tive agency to any DOE computer used dur-
ing the period of that individual’s access to 
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